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Never before has the world relied so heavily on the Internet
to stay connected and informed. That makes the Electronic
Frontier Foundation’s mission—to ensure that technology
supports freedom, justice, and innovation for all people—
more urgent than ever.

For over 30 years, EFF has fought for tech users through
activism, in the courts, and by developing software to overcome
obstacles to your privacy, security, and free expression. This
dedication empowers all of us through darkness. With your help
we can navigate toward a brighter digital future.
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"An invaluable resource for anyone looking

to level up their skills.

—Maria Markstedter (@Fox0x01), founder of Azeria Labs
and Forbes Person of the Year in Cybersecurity

Defenders must fully understand how malicious
software works if they hope to stay ahead of the
increasingly sophisticated threats facing Apple
products today. The Art of Mac Malwareis a

comprehensive handbook for cracking open these

ma11c1ous programs and seeing what sinside. -

Dlscover the secrets of natlon-stﬁtte backd’oors
destructive ransomware, and subversive 7
cryptocurrency miners as you uncover their
~infection methods, persistence strategies, and -
insidious capabilities. Then work with and

5

extend foundational reverse- ehglneermg ,%ﬁ;«

“tools to extract and decrypt embedd’ech,tr é‘s, :
unpack protected Mach-O malware, and ev”en
reconstruct binary code. Next, using a debugge:’
you'll execute the malware instruction by
instruction, to discover eXactly how it operates
In the book’s final section, you'll put these
lessons into practice by analyzing a complex
Mac malware specimen on your own.

Ry

You'll learn to:

@ Recognize common infection vectors,
persistence mechanisms, and payloads
leveraged by Mac malware

@ Triage unknown samples in order to quickly
classify them as benign or malicious

i

77 Almut the Author

@ Work with static analysis tools, including
disassemblers, in order to study malicious ¥

scripts and compiled binaries
!

@ Leverage dynamlc analysis tools, such as !
monitoring tools and debuggers, to gain
further insight into Sophlstlcated threats x

@ Quickly identify and bypass anti-analysis, 3
techniques aimed at thwarting your i

analy51s attempts :
‘A: eu:rent Ieader inthe field of r macOS threat
*analySLS, Patrick Wardle uses real-woﬂd
- examples pulled from his orlglrual research. Ti
_ Art of Mac Malware is the definitive resource
to bétthng these increasingly prevalent and
& 1n51d1qu$ Apple-focused threats.

PATRICK WARDLE is the founder of Objective-
See, a nonprofit that creates open source macQ5s
security tools. He spends his time finding Apple
zero-days, analyzing macOS malware, speaking
at global security conferences, and writing
tools to protect Mac users around the world. He
has also worked at NASA and the NSA, making
him intimately familiar with aliens, spies, and
talking nerdy.
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