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📝 Note:  
 
This book is a work in progress. 
 
You are encouraged to directly comment on these pages ...suggesting edits, corrections, 
and/or additional content! 
 

To comment, simply highlight any content, then click the  icon which appears (to the 
right on the document’s border). 
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Content made possible by our Friends of Objective-See: 

 

      

Airo SmugMug Guardian Firewall SecureMac iVerify Halo Privacy 

 

 

Statically analyzing a (suspected) malware specimen involves examining the specimen 

without actually running or executing it. Such analysis relies on various static analysis 

tools and usually culminates with a disassembler or decompiler.  

 

In this chapter, we’ll comprehensively cover methods of static analysis, starting with 

the basics, such as file type identification and extraction from an installation medium.  

 

Once a sample has been extracted (e.g. from a disk image or package), it’s often in one 

of two forms: a script or a (Mach-O) binary.  
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Because of their “plaintext readability,” scripts are rather easy to manually analyze 

...though we’ll still cover various analysis techniques and apply them to real-world 

macOS malware samples. 

 

On the other hand, the binary format of Mach-O executables presents some unique 

challenges and requires specific analysis tools. As such, a significant portion of this 

book is dedicated to both the internals of this file format and corresponding static 

analysis tools. 

 

📝 Note:  
 
Is it safe to statically analyze malware on your computer (i.e. not in a virtual 
machine)? 
 
Generally yes, as by definition static analysis, is well, static ...meaning the 
malicious code is never run. 
 
That having been said, it is still considered best practice to always analyze malware 
in a compartmented virtual machine! Better safe than sorry, ya?  
 
For a detailed overview of setting up such a VM, see: 
 

“How to Reverse Malware on macOS Without Getting Infected” [1] 
 

 

 

 

File Type Identification 

 

As noted, most (static) analysis tools are file-type specific. Thus, the first step in 

analyzing (what may be) a malicious file is identifying its file type.  

 

Often, malware authors will attempt to mask the true file type of their creation in order 

to trick or coerce the user into running it. As such, it goes without saying that looks 

can be deceiving and a file’s type should not be identified solely by its appearance 

(icon) or what appears to be its file extension.  

 

For example, OSX.WindTail [2] is specifically designed to masquerade as benign Microsoft 

Office documents: 
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https://www.sentinelone.com/blog/how-to-reverse-macos-malware-part-one/
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